OcHoe@bI -
777m Kkubepbe3zonacHocmu .
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<’> KOMIbIOTEPHbIE BUPYCbI

KoMMNblOTEPHbIW BUPYC - 3TO
Pa3HOBMAHOCTb KOMMbIOTEPHbIX
nporpamm, OTAUYUTEAbHOM
OCOOEHHOCTbIO KOTOPOU ABASIETCS
CNOCOOHOCTb K Pa3MHOXEHUIO
(KONMPOBAHMUIO).

B AONOAHEHUE K 3TOMY, BUPYCbl MOIyT
NOBPEAUTb MAU MOAHOCTbIO YHUUTOXUTb
Bce ¢danAbl U AAHHbIE,
MOAKOHTPOAbHbIE MOAB30BATEALD, OT
MMEHWN KOTOPOro ObiAa 3anyLLUeHa
3apaXXEHHaa nporpamMma, a Takxe
NOBPEAUTb UAU AAXE YHUUTOXMUTb
onepaumMoHHY0 CUCTEMY CO BCEMMU
dannamMu B LIEAOM.

B 60AbLUMHCTBE CAyYaEB
PaCNpPOCTPaHAOTCA BMPYChl Yepe3
NHTEpHET

\o

McnoAb3yit COBpPEMEHHblE OnepaLMoOHHbIE CUCTEMBI,
MMEOLME  CEepbE3HbIA  YPOBEHb  3allMTbl  OT

BPEAOHOCHbIX Nporpamm
J

/" ToCToAHHO ycTaHaBAMBaK natum (UMdpoBbIe 3aI'I/\aTKI/I,\
KOTOPblE aBTOMaTUUYECKU YCTaHABAMBAKOTCA C LEAbHO
AOPabOTKM Nporpammbl) U Apyre OBHOBAEHMS CBOEW
onepaumoHHOW cuctembl. CkaumBam UX TOAbKO C
oduLManbHOro cavrta paspaborunka OC. Ecau

CYLLLECTBYET PEXUM aBTOMAaTMYeckoro OO6HOBAEHMA,

\BKI\}OLII/I €ero j

( Pa6otait Ha CBOEM KOMMbIOTEPE MOA MpaBamu )
MOAb30BaTEAl, @ HE aAMUHUCTPATOPa. STO HE NO3BOAUT

60/\bLIJl/IHCTBy BPEAOHOCHbIX nporpamMmm
MHCTAaAAMPOBATbCA Ha TBOEM nepCcoHaAbHOM
\_ KOMMNbKOTEPE A




<’> KOMIbIOTEPHbIE BUPYCbI

McnoAb3y aHTUBUPYCHbIE NPOrpaMMHbIE MPOAYKThI
M3BECTHbIX MNPOU3BOAUTEAEN, C  aBTOMAaTUUYECKUM
obHoBAeHUeM ba3

MeToAbl 3aLUUTDI /

OrpaHuub GUIMYECKUM AOCTYM K KOMMbIOTEPY AAS
MOCTOPOHHUX AWUL]

OT BPEAOHOCHbIX ~
nporpamMmm _[

o N\
McrnoAb3yn BHELIHWE HOCUTEAUM WHPOPMALMKU, Takue
Kak PAeLllKa, AUCK UAM dalA U3 MHTEpPHETa, TOABKO K3
NPOBEPEHHbIX UCTOUHUKOB

HEHAAEXHbBIX UCTOYHUKOB. Aaxe Te ¢aKnAbl, KOTOpblE
NPUCAAA TBOM 3HAKOMbIW. /Aydylle YTOYHU Y HEro,
OTNPaBASIA AU OH Tebe nx

I He oTKpbiBan KOMMbKOTEPHbLIE dalAbl, MOAYYEHHbIE U3 )

/




¢(2» NCNONb30BAHUE CETEN WI-FI

C nomouupbto WI-Fi
MOXHO NMOAYYUTb
6ecnAaTHbIA UHTEPHET-

AOCTYMN B 0OLLLECTBEHHbIX

MecTax: Kadpe, OTeAdX,
TOProBbIX LEHTPax U
aspornopTax. Tak xe
ABASIETCA OTAMUYHOW

BO3MO)XHOCTbIO BbIXOAQ
B UHTepHeT. Ho MmHOorue
3KCNEepPThbl CYMUTAIOT, UTO
obuiepoctynHble Wi-Fi
CEeTU He ABAAIOTCSH
6e30nacHbIMMU.

=

Wi-Fi

He nepeaaBai cBOtO
AMYHYIO MHGOPMALUIO
yepes 06LLEeAOCTYNHbIE
Wi-Fi cetn. Pabotas B
HUX, )XXEAATEABHO HE
BBOAUTb NAPOAU
AOCTYNa, AOTUHbI U
Kakne-To Homepa

* IcnoAb3yM U
06HOBASIN

AHTUBUPYCHbIE
nporpamMmbl 1
6paHamayap. Tem
CaMbIM Tbl
obe3onacuub cebs
OT 3aKauyku BUpYyca Ha
TBOE YCTPOWCTBO

[Mpn ncnoAb3oBaHUM
Wi-Fi otkAtoumn
dyHKUMIO «OB LM
AOCTYN K GanAam U
npuHTepam». AaHHas
OYHKLUMA 3aKpbiTa Mo
YMOAYAHMIO, OAHAKO
HEeKOTOpble
NOAb30BaTEAU
aKTUBUPYIOT €€ AAA
ypoOCTBa
MCMNOAb30BaHUA B
pabote uam yuebe

MNcrnoAb3yn TOAbKO
3alumLLeHHOe
COEeAMHEHME Yepes
HTTPS, a He HTTP, T1.e.
npu Habope Beb-
aApeca BBOANM UMEHHO

«https://»



(;)COLI,MAI\beIE CETH

CoumanbHaga CeTb - 3TO CaMT,

KOTOPbIN NPEeAOCTaBASIET OrpaHuub CNUCOK Apy3en. Y Tebsa B APY3bAX HE AONKHO
BO3MOXHOCTb AOASM OCYLLECTBAATb ObITb CAYYaMHbIX U HE3HAKOMbIX AFOAEN
obLieHre mexay cobon B Yy
MHTEPHETE. Yalle BCEro B HUX ANS
Ka)XXAOro YeNOBEKA BbIAENAETCS
CBOSI AMYHAA CTPAHWYKA, Ha 4 N\
KOTOPOWM OH YKa3bIBa€eT 0 cebe 3almiian CBOK YaCTHYHO XM3Hb. He yka3biBan NapoAu,
Pa3AMUHYIO MHbOPMALMIO, HAUMHAS TenedOHbl, appeca, AATy TBOErO POXAEHUA U APYTyHO
OT UMEHM, GaMUAUK 1 3aKAHUMBAS AMUYHYIO  MHPOPMALMIO.  3AOYMbBILUAEHHUKU  MOTYT

MCMOAb30BaTb AaXe MHPOPMaLMIO O TOM, KaK Tbl U TBOU
pPoAUTEAU NMAGHUPYETE NMPOBECTU KAHUKYADI

AMYHBIMK doTorpaduamu. MHorue
NMOAb30BaTEAU HE MOHUMAIOT, YTO \_
MHPOPMaLMA, pa3mMeLlleHHas UMK B
COLIMAAbHbIX CETSIX, MOXET ObITh
N it S (3au_u/|u_La|71 CBOKO penytauumio - AEPXW ee B YUCTOTE o)
YTOAHO, B TOM HUCAE HE 3apaBan cebe Bcl)onpc))/c: XOTeA 615 Tbl, 4TOObI Apyrue
NOAb30BaTEAU BUAEAM, UTO Tbl 3arpyxaeuwb? [loaymal,

HaMepeHnaImMun NPexAe Yem 4to-To  onybAMkoBaTb, HanucaTb U
\_ 3arpysnTb

obasatenbHO ¢ baarumu

)




%) COLMANBHBIE CETH

CoumanbHaga ceTb - 3TO CauT,
KOTOPbIN MPEAOCTaBASIET
BO3MOXHOCTb AFOASM OCYLLECTBAATb
obLieHre mexay cobon B
MHTEPHETE. Yalle BCEro B HUX AAA
KaXAOro YeAOBEKA BbIAEAAETCSA
CBOS AMYHAA CTpaHMUKa, Ha
KOTOPOWM OH YKa3bIBa€eT 0 cebe
Pa3AMYHYHO MHOPMALMIO, HaUMHasA
OT UMEHU, PaMUAUN U 3aKaHUMBaSA
AMYHBIMK doTorpaduamu. MHorue
MOAb30BATEAN HE MOHUMALOT, UTO
MHGOPMaLUA, padMeLLEHHAa MU B
COLMAAbHbIX CETAX, MOXET ObITb
HaMAEHa U UCNOAb30OBaHa KEM
YrOAHO, B TOM YUCAE HE
06a3aTeAbHO ¢ baarnmu
HaMepPEHUAMM

MCMOAb3Y CBOE pPeanbHOEe WMSA W APYIYIO AWYHYIO
MHOOPMALIMU: UMS, MECTO XUTEAbCTBA, MECTO y4ebbl U

g

ECAM Tbl TOBOPULLBL C AKOAbMMW, KOTOPLIX HE 3Haellb, HE

AR cCOLMaAbHOW CETU, MOYTbI U APYTUX CanuToB
HEOBXOANMMO UCMOAb30BATb Pa3Hble NAPOAU. TOrAa ECAU
Tebs BBAOMALOT, TO 3AOYMbILUAEHHMKK NMOAYYaT AOCTYN
TOABKO K OAHOMY MECTY, a HE BO BCE cpasy

a1

npouee Y
o o N\
N3beran pasmellenmsa ¢otorpaduit B MHTEPHETE, A€ Thl
M3006paxxeH Ha MECTHOCTU, MO KOTOPOM  MOXHO
OnpeAeAnTb TBOE MECTOMOAOXEHUE )
~ N
Mpu pernctpaumMm B COLMAABHOW CETU HEOBXOAMMO
MCMOAb30BaTb CAOXHbIE MAPOAM, COCTOALLME U3 OBYKB U
UMPP U C KOAMYECTBOM 3HAKOB HE MeHee 8 )
\




<’>3I\EKTPOHHbIE AEHbIH

NAaTEXEN, OAHAKO CYLLECTBYHOT MOLIEHHUKU, KOTOPLE
NOAYYUTb 3TU AEHbIN.
INEKTPOHHbIE AEHBIM NOSABUAUCH COBCEM HEAABHO U
MMEHHO M3-3a 3TOr0 BO MHOIMX rOCyAapCTBaX AO CUX NMOP He
NPOMUCAaHO MPO HUX B 3aKOHAX.
B Poccuu e oOHM GYHKUMOHUPYIOT U O HUX YXKE NPOMNUcaHo B
3aKOoHe, rAe UX PaspensroT Ha HECKOAbKO BUAOB -
aHOHWMHbIE N HE aHOHWMHbIEe. Pa3HuUa B TOM, YTO
aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLlaercs npoBOAUTb
onepaumun 6e3 MAEHTUPUKALMU MOAb30BATENS, A B HE
aHOHUMHbIX MAEHTUOUKALIMM NMOAb30BaTEAA ABASETCSH
0683aTEAbHOMN.
Takxe caepyeT pasAnyaTtb IAEKTPOHHbIE pUATHbIE AEHbIMU

(paBHbI FOCYyA@PCTBEHHbLIM BaAOTaM) U AAEKTPOHHbIE
HedUaTHble AeHbIW (HEe paBHbl FOCYAAPCTBEHHbLIM BaAlOTaM N
&"j )




‘

X

OcHoBHble coBeTbl N0 be3onacHou pabote ¢

OAEKTPOHHbIE AEHbI'A ) SAv oSS

ANEKTPOHHbIMU A€HbIAMMU:

MPUBSAXM K cUETY MOBUABbHbBIA TEAEDOH. ITO CaMbli YAODHbIN U 6b|0 TPbI \’
crnocob BOCCTAHOBUTb AOCTYM K cyery. MprBA3aHHbIN TenedoH nomome\
€CAM 3abypelllb CBOW MAATEXHbIM MApPOAb WAM 3aWAELlb Ha CauT C
HEe3HaKOMOro YCTPOMCTBA

Mcnonb3yn opHOpa3oBble nNapoAu. [locAe nepexopa Ha  YCUAEHHYHO
aBTopu3auuo Tebe yxe He OypeT yrpoxarb OMaCHOCTb KPaXu WAM
nepexsata NAATEXXHOIo NapoAs

Bbibepu CAOXHbIM napoAb. lpecTtynHukam OyAeT He npocTo yrapaTtb
CAOXHbIM NapoAb. HapexHble NapoAn — 3TO NapOAU, KOTOPbIE COAEpXaT
He MeHee 8 3HAKOB M BKAKOYAKOT B cebs CTPOUHbIE WU MPOMUCHbIE OYKBHI,
UMPbl M HECKOAbBKO CUMBOAOB, TakMe KakK 3HakK AOAAapa, ¢yHTa,
BOCKAMLATEAbHbIV 3HaK U T.N. Hanpumep, StRONg!

He BBOAM CBOU AMUHbIE AGHHbIE Ha cauTax, KOTOPbIM HE AOBEPAELLDb



SAEKTPOHHAS MOYTA

IAEKTPOHHAA Mnoyta — 3T0 TEXHOAOIUA
N NPEeAOCTaBASIEMbIE €10 YCAYTU MO
NepecbIAKe Y NOAYYEHUIO
9AEKTPOHHbIX COOOLLEHUI, KOTOPbIE
pPacrnpepenstoTcs B KOMMNbIOTEPHOU
ceTn. OBbIYHO 3NEKTPOHHbIN
NOYTOBbIN ALMK BbIFASIAUT
CAEAYHOLWMM 06pa3oMm:
MMSI_MNOAb30BaTEAS@UMS_AOMEHaA.
Takxe Kpome nepepaym NpPocToro
TEKCTa, UMEETCA BO3MOXHOCTb
nepeaaBatb GanAbl

OcHOBHble coBeTbl N0 6e3onacHoM

U NMOYTOU

\ 4

pabote ¢ SIAEKTPOHHO

Hapo BbibpaTb NpaBUAbHbBIM MOYTOBbLIN cepBUC. B
NHTEepHeTEe €CTb OrpoMHbIN BbiOOp bHecnAaTHbIX
MOYTOBbLIX CEPBUCOB, OAHAKO Ayylle AOBEPATb
TEM, KOr0 3Haellb U KTO NEPBbIN B PEUTUHIE

He vykasbiBal B AMYHOW NOYTE  AUYHYHO
nHdopmaumto. Hanpumep, Aydwe BblbpaTh
«MY3blKaAbHbIM_paHaT@» UAK «pok2013» BMECTO
«Temal3d»

McnoAb3yn ABYXaTarnHytO aBTopu3aumio. 3TO
KOrA@ MOMMMO TMapoOAsi HYXHO BBOAWTb KOA,
npucbinaeMbii No SMS

Bbibepr CAOXHBIM  MApPOAb.  AAS  KaXAOro
MOYTOBOIO ALLMKA AOAKEH ObiTb CBOM HAAEXHbIMN,
YCTOMUYMBBIN K B3AOMY NMapPOAb



€2) 3NEKTPOHHAS! NIOYTA

OcHOBHble coBeTbl N0 6e3onacHoOM

U NMOYTOU

\ 4

pabote ¢ SAEKTPOHHO

EcAn ecTb BO3MOXHOCTb Hanm&b c
AMYHbBIX BONPOC, UCNOAL3YM 3Ty BO3M

M

\
°

MCcnoAb3y  HECKOAbKO  MOYTOBbIX  SLLMKOB.
[NepBblM ANl YACTHOM NEPENUCKU C appecaTamu,
KOTOPbIM Tbl AOBeEpSA€llb. 3JTO 3AEKTPOHHbIN
aApec He HapO UCMOAb30OBATb MPU Perncrpauunmn
Ha popymax U canTax

He oTkpbiBan ¢auAbl U ApyrMe BAOXEHUSA B
MMCbMAx AaXe €eCAM OHM TMPULLIAM OT TBOUX
APy3€en. Aydlle yTOUYHU Yy HUX, OTNPABASAU AU OHU
Tebe 3T danAbl

[Mocae okOHYaHMA paboTbl HA MOUYTOBOM CEPBUCE
nepea 3aKkpblTUEM BKAAAKM C CAaUTOM He 3abyab
Ha)kaTb Ha «BbINTU»



(’>MOBMI\beIF1 TEAEOOH

CoBpeMeHHble cMapTdOHbI U MAAHLLEThI
copepxaT B cebe BNOAHE B3POCAbIH
dYHKUMOHAA, U TeNepPb OHU MOTYT
KOHKYPUPOBaTb CO CTaLMOHaPHbIMMU
kKomMmnbtoTepamn. OAHAKO, CPEACTB
3aLLMTbI AASI MOAOOHbBIX YCTPOMCTB NoKa
OYeHb Mano. TeCTUPOBAHUE U MOUCK
YyA3BMMOCTEN B HMUX MPOUCXOAUT HE TaK
MHTEHCUBHO, KaK AAA K, To e camoe
Kacaetcs U MOBUAbHbIX MPUAOXEHUMN.
CoBpeMeHHble MOBMABbHbIE Bpay3epbl
Y)XXe NMPaKTUUYECKM AOTHAAU HACTOAbHbIE
aHaNOT1, OAHAKO pacLuMpeHne
dYHKLMOHAAA BAeYET 3a cob0r BOAbLLYIO
CAOXHOCTb U MEHbLLYO 3aLUULLEHHOCTb.
AaneKko He BCe NMPOU3BOAUTEAN
BbINyCKatoT 0OHOBAEHUS, 3aKpbIBatOLLNE
KPUTUYECKUE YA3BUMOCTU AAST CBOMUX
YCTPOWUCTB.

OCHOBHble COBeTbl AAS Be3onacHoCcTY MobUAbHOro TenedoHa

ByAb OCTOPOXEH, BeAb Korpa T e MoT .\
HecnAaTHbI KOHTEHT, B HEM MOTYT ObiTb CKPbIT KWE
TO NAATHbIE YCAYTU '

Ayman, npexae yem otnpaButb SMS, ¢oT0 MAK vae*m
Tbl TOYHO 3HAELLb, FAE€ OHU BYAYT B KOHEYHOM UTOrE?

O

HeobxoaMoO  OOHOBAATb  OMEPALMOHHYHD  CUCTEMY
TBOEro cMaptdpoHa

McnoAb3y aHTUBUPYCHbIE NPOrpamMmbl AAT MOOUAbHbIX

TenepOHOB n
e Q °
a . Y‘;x ~
He 3arpyxaii NpUAOXKeHUs OT HEU3BECTHOIO MCTOQHHKa ¢o o
BeAb OHU MOTYT COAEPXATb BPEAOHOCHOE q .V
nporpamMmmHoe obecneveHue § .\)

[MocAe TOro Kak Tbl BbIMAELLb C CanTa, A€ BBOAUA
AMYHYIO MHGOPMALIMIO, 3aMAM B HACTPOMKK Bpay3epa U
yAaAu cookies

MeproAnYEecKn NPOBEPSAN KakMe NAATHbIE YCAYTU
aKTMBMPOBaAHbI Ha TBOEM HOMeEpe

Bluetooth pAoAXeH ObITb BbIKAHOYEH, KOTAA Tbl UM HE
noAb3yellbcs. He 3abbiBait MHOTAQ NPOBEPSATHL 3TO



(’:)CDMI.UMHF UAU KPAXKA AUMHBIX AAHHDbIX %

[AaBHaA LeAb OULLKHT - BUAA
NHTEPHET-MOLLEHHUYECTBA, COCTOUT
B MNOAYYEHUN KOHOUAEHLIMAABHbIX
AAHHbIX MOAb30BaTEAEN — AOTMHOB U
napoAen. Ha aHIAMUCKOM A3bIKe
phishing uMtaeTca Kak GULLIKHT (OT
fishing — pbibHas AnoBAs, password
— NapoAb)

-

CAepn 3@ CBOMM aKkayHTOM. EcAM Tbl NoOAO3peBaellb,
yto TBOA aHKeTa OblAa B3AOMaHa, TO HEOob6XOAMMO
3abroKMpoBaTb €e U COOOLMTb apAMUHUCTPaTOpaMm

pecypca 06 3TOM Kak MOXHO ckopee

\. v

4 )

Mcnonb3yn 6e3onacHble Beb-caWTbl, B TOM UYUCAE,
MHTEPHET-MarasmHoOB M MOMCKOBbIX CUCTEM

\_ v

. )
MCrnoAb3yn CAOXHbIE W pas3Hble napoAn. Takum

obpa3om, ecan Teba B3AOMAKOT, TO 3AOYMbILUAEHHUKU
MOAYYaT AOCTYM TOAbKO K OAHOMY TBOEMY MPOPUAID B

CeTn, a HEe KO BCEM y
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Ecan 1€69 B3AOMAAM, TO HEOBXOAMMO MPeAynpeAnTb
BCEX CBOWMX 3HAKOMbIX, KOTOpble p0DaBAEHbI y Tebs B
APY3bsiX, O TOM, 4TO Teba B3AOMaAU WU, BO3MOXHO, OT
TBOEro UMeHU OypeT paccbiAaTbCs CMaM M CCbIAKM Ha

GULLMHIOBbIE CaNTbI
Y,

7

\.

YctaHoBM HapexHbid napoab (PIN) Ha MOOUAbHbIN
TenedpoH

\

4 N
OTKAIOUM COXpaHeHWe napoaa B bpaysepe

\, Y,

N

He oTkpbiBan GanAbl U APYyrne BAOXKEHUA B MUCbMaXx
AaXe eCAU OHU MPULLAK OT TBOUX APYy3€en. Aydlle yTOUHU
Y HUX, OTNPaBAAAU AU OHU TeDE 3TW danAbl

J
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YnpaBaeHue PeaepanbHOU CAYXObI N0 Haa3opy B chepe CBA3M, umpopmaun’oﬂublx \&
:) TEXHOAOTMU U MACCOBbIX KOMMYHUKaLUK A< /o Al
no UpkyTckoun oBaacTu % '  EUF :

Cnacu60 3a BHUMaHuUe!



