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ceru «HTEpHED»

KoMnbloTepHbIe BUPYCHI

KoMIBIOTEpHBIII ~ BUPYC - 3TO  Pa3HOBHJIHOCTb  KOMIIBIOTEPHBIX  IIPOrPAMM,
OTJIMYUTEIBHOH OCOOEHHOCTBIO KOTOpPOM SIBISIETCS CHOCOOHOCTh K Pa3MHOKEHUIO
(xonupoBaHMI0). B 1omonHeHHEe K 3TOMY, BUPYChl MOTYT HOBPEIUTh WJIM MOJIHOCTBIO
YHUUYTOXKUTh BCE (ailyibl U AaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOIO
ObUla 3amylieHa 3apak€HHas MpPOorpaMMa, a TaKKe MOBPEIUTh WM JaXXe YHUYTOXHTb
OTEpaIlMOHHYI0 CHCTEMY cO BceMu ¢ailamu B 1eloM. B OONbIIMHCTBE CllydaeB
PacCIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX IPOrPAMM:

1. Ucnionb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HMEIOLIUE CEPHE3HBINA YPOBEHb
3aIIUTHI OT BPEJOHOCHBIX MPOrpamMM;

2. [loctosinHO ycTaHaBnuBail maTud (LUQPOBBIC 3aIIaTKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBIUBAIOTCA C LEIbI0 JOpPa0OTKM IPOrpaMMbl) U JIpyrHe OOHOBJIEHHSI CBOEU
orepanoHHoON cuctembl. CKkauuBail X TOJBKO C OPHUIMAIBLHOrO caita pazpadorunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOEM KOMITbIOTEPE MO/ PaBaMu MOJIb30BaTENsl, a HE aIMUHUCTPATOPA.
OTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrPaMM HHCTAJUIMPOBATHCS HAa TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yli aHTUBUPYCHBIE TPOrPAMMHBIE MPOAYKTbI U3BECTHBIX MPOU3BOAUTENEH,
C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpanndb GU3HYECKHUI TOCTYN K KOMIIBIOTEPY IJIsi MOCTOPOHHUX JIUIL;

6. Mcnonb3yit BHEIIHUE HOCUTENH MH(OpMALIUY, TaKue Kak (hJelmika, JUCK Win (aiin
u3 VHTepHeTa, TOJBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

/. He oTKpbIBali KOMIBIOTEPHBIE (HaWIIbI, OTYUYEHHBIE U3 HEHAAEKHBIX HUCTOYHUKOB.
JHaxe Te (haiibl, KOTOpbIE MpHCIIail TBOM 3HAKOMBIN. Jlydllle yTOUHHM y HEro, OTIPAaBIIs JIU
OH Te0e HX.

Cern WI-FI

C nomompto WI-Fi  MOXHO TMOJNy4YnTh OECIUIATHBIA HWHTEPHET-IOCTYN B
00IIIeCTBEHHBIX MeCTax: Kade, OTeIAX, TOPTrOBBIX IIEHTPax U a’poropTax. Tak ke sABIIeTCS
OTJIMYHOM BO3MOYKHOCTBIO BbIXOZa B MHTepHeT. HO MHOrmMe sKCmepThbl CUHMTAKOT, YTO
obmenoctynueie WiFi ceT He SBISIOTCS O0€30MacHBIMHU.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 0011eOCTYNMHBIX ceTsax Wi-fi

1. He mepenaBaii cBow JuuHyr uHGpoOpMaImio uepe3 odmenoctymabie Wi-Fi cern.
PaboTas B HuUX, *enaTellbHO HE BBOAUTH NApOJIH A0CTYMNa, JOTUHBI U KAKHE-TO HOMEPA;

2. Hcnonb3yil © OOHOBIISIA aHTUBUPYCHBIE MpOrpaMMbl U Opanamaysp. Tem cambIM Thl
obe3omnaculllb ce0s OT 3aKaYyKU BUpYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢ynkuuioo «OOmui noctyn k ¢ailaam u
npuntepam». JlanHas QyHKIKS 3aKpbITa 10 YMOIYAHUIO, OJTHAKO HEKOTOPbIE TOJIb30BATENN
aKTUBUPYIOT €€ AJisl y100CTBa MCIOJIb30BaHus B paboTe WK yueoe;

4. He ucnonb3yii myonuunsiidi WI-FI ayis mepenaun nUUHBIX JaHHBIX, HAIPUMEp, IS
BBIXO/Ia B COIIMAJIbHBIE CETU WM B AJNEKTPOHHYIO MOUTY;

5. Hcnonb3yil Tonapko 3amuineHHoe coeauHenue yepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;



6. B wMoOwibHOM Tenedone orkmoun  ¢QyHknmpo «llogkmouenne k  Wi-Fi
aBTOMaTH4yeckm». He momyckail aBTOMaTHUECKOTO MOJKIIOYEHHs YCTPOHCTBA K ceTam Wi-
F1 6e3 TBOETO cornacusi.

CoumajbHble ceTH

CoumanbHasg CeTb - 3TO CalT, KOTOPBIM NPEJOCTaBIAET BO3MOXXHOCTH JIIOASAM
OCYILIECTBIISATh OOILIEHHE MEXAy co0oil B mHTepHeTe. Yalie Bcero B HUX JJS KaXIOTO
YyeJloBeKa BBIJENSAETCS CBOS JIMYHAS CTpaHWYKa, Ha KOTOPOM OH YyKas3bplBaeT o cebe
pa3nuyHylo HHGOpMAIMIO, HAuWHAs OT HMEHH, (aMWIMKM W 3aKaHYMBas JIUMYHBIMU
dororpadusmu. MHOTHE TONB30BATEIN HE MOHUMAIOT, YTO HWH(MOpPMAIHS, pa3MelleHHas
MU B COIIMATBHBIX CETSIX, MOXKET OBITh HAWJICHA U MCIIOJIb30BaHA KEM YTOIHO, B TOM YHCIIE
HE 00513aTeIbHO ¢ OJaruMyU HAMEPEHUSMHU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLHAJIBHBIX CETAX:

1. Orpannup cnucok apy3eil. Y TeOs B JOpy3biX HE JODKHO OBITH CIIy4alHBIX H
HE3HAKOMBIX JIFOJEH;

2. 3amuinai CBOIO YacTHYIO Ku3Hb. He ykasbiBail maponu, TeneQoHbl, aapeca, AaTy
TBOETO POXACHUA U JPYIyI0 JIMYHYIO HMHPOpMaALUIO. 3JIOYMBIIIJICHHUKA MOTYT
HCIOJIb30BaTh JaXke UH(OpPMAILIMIO O TOM, KaK Thl U TBOM POJUTENN IUIAHUPYETE MPOBECTU
KaHUKYJIbI;

3. 3amumiail cBOI penyTaluo - JepKU €€ B YMCTOTE U 3a7aBail ce0e BOIpoc: XOTel Obl
ThbI, YTOOBI JAPYTHE MOJB30BATEIN BUAEIH, YTO Thl 3arpyxaemb? [logymail, npexae yem
YTO-TO OIyOJIMKOBATh, HAMMCATh U 3aTPy3UTh;

4. Ecnu Tl TOBOPUIIb C JIOAbMHU, KOTOPBIX HE 3HAEIlb, HE UCHOJb3Yl CBOE PEATIbHOE
UM U JPYTYIO JINYHYIO UH(OPMAIMK: UMSI, MECTO KUTEIBCTBA, MECTO Y4eObI U MPOYEE;

5. N36erait pazmetenust Gororpaduii B UHTepHETE, T/1€ ThI NM300pa’KEH Ha MECTHOCTH,
10 KOTOPOM MOYHO OIPEAEIIUTh TBOE MECTOIIOJIOKECHHUE;

6. [Ipu peructpamnuu B COIMATBHON CETH HEOOXOAUMO MCTIOIB30BATh CIIOXKHBIE TTAPOJIH,
cocrosime u3 0ykB 1 Udp U C KOJIUIECTBOM 3HAKOB HE MEHEE &;

7. 1t conuanbHON CeTH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIH30BATh Pa3HbIC
napoiu. Torma ecnum TeOs B3JIOMArOT, TO 3JIOYMBIIIJIEHHUKU TMOJy4aT AOCTYN TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

JIEKTPOHHBIE 1CHBIH

DNEeKTpOHHBIE JEHBI'M — 3TO OYEHb yIOOHBIA CIIOCOO IIATEKEW, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPbIE XOTAT MOJYYUTh 3TU JEHBIH.

DONEeKTPOHHBIE JCHBIY MOSBUWIMCH COBCEM HEIAaBHO M MMEHHO M3-3a 3TOI'0 BO MHOTHUX
rocyAapcTBax 0 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccum xe OHM (PYyHKUHMOHUPYIOT U O HHMX YX€ MPONUCAHO B 3aKOHE, TIE HUX
pa3lensioT Ha HECKOJbKO BUJOB - AaHOHMMHBIE M HE aHOHMMHbIE. Pa3Huna B TOM, 4TO
AHOHMMHBIE - ATO T€, B KOTOPBIX pa3peliacTcsi MPOBOJUTH onepauuu 0e3 uaeHTU(UKauu
MOJIb30BATENs, @ B HE aHOHUMHBIX MACHTU(UKALIMY MTOJIb30BATENS SIBISIETCA 003aTENbHOM.

Taxxe cnenyer pa3nuyarh 3JIEKTPOHHbIE ()UATHBIE JEHBIH (PaBHBI FOCYAApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIEC HE(UATHBIE IEHbIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO 0€30MaCHO padoTe C 3JIeKTPOHHBIMHY JIEHbI AMH:

1. IlpuBsbku K cueTy MOOMIBbHBIN TenedoH. ITO camblii yAOOHBIA U OBICTPBIN CIIOCOO
BOCCTAHOBUTH JOCTYI K cyeTy. [IpuBs3aHHBIN TenepoH MOMOXKET, eclid 3a0yaenib CBON
TUIATEXKHBIN TTAPOJIb UM 3alIEIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA;




2. Ucnonp3yil onHopaszoBbie maponu. Ilocne mepexona Ha YCHIICHHYIO aBTOPH3AIUIO
Tebe yke He OyJIeT yrpoKaTh OMaCHOCTh KPAKU MJIU TIEpeXBaTa IJIaTEeKHOTO Mapois;

3. BriOepu crnoxubiii naposb. [IpectynHukam OyAeT HE MPOCTO Yrajarh CIOMXHBIM
napoib. Hanexuble mapojii — 3TO Mapoyid, KOTOpbIE COAEpX aT HE MeHee 8 3HAKOB U
BKJIIOUAIOT B Ce0sl CTPOYHbBIC U MPOMUCHBIE OYKBBI, ITU(PHI U HECKOJIBLKO CUMBOJIOB, TaKHE
KaK 3HakK Jiojuiapa, pyHTa, BOCKIUIATEIbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBO/IM CBOM JIMYHBIE JAaHHBIC HA CaliTaX, KOTOPBHIM HE JOBEPSCIIIb.

DJIEKTPOHHAs 110YTA

DNeKTpoHHAsl 0YTa — 3TO TEXHOJOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH MO MEPEChUIKE U
MOJIYYEHHIO AJIEKTPOHHBIX COOOLIEHUH, KOTOPBIE PACIPENEIISIOTCS B KOMIBIOTEPHOM CETH.
OOBIYHO ~ DNEKTPOHHBIA  TMOYTOBBIA  SAIMMK  BBIVIAIUT  CIHEAYIOIIUM  O0pa3oM:
UMs_TIOJb30BaTeA(@HUMsI_ToMeHa. Takke KpoMe IMepefadd MPOCTOr0 TEKCTa, HMEETCs
BO3MOXXHOCTbH TiepeiaBaTh (ailibl.

OcHoBHBIE COBETHI 110 0€30NACHOH padoTe ¢ ITEKTPOHHOM IMOYTOM:

1. Hayo BrIOpaTh NMpaBWIIBHBIN TOYTOBBIN cepBrc. B UHTepHETE ecTh OrpOMHBIN BEIOOD
OecIIaTHBIX IOYTOBBIX CEPBHUCOB, OJHAKO JIy4ylle€ AOBEPSATh TEM, KOTO 3HACUIb U KTO
[IEPBBIN B PEUTUHTE;

2. He yka3piBail B JIMYHOM mouTe JTW4YHYI0 MH(opmaruio. Hanpumep, myurine BbIOpaTh
«My3bIKaNbHBIN _(haHaT@» uiam «pok2013» BMecTo «remal3y;

3. Ucnonb3y#t ABYX3TaNHY0 aBTOPU3ALINIO. DTO KOTJ1a IOMUMO HapoJis Hy>KHO BBOAMTH
KOJI, TpUCBhUIaeMBbIi 0 SMS;

4. BeiOepu COXHBIA Mapoiib. JlJis KaXXI0ro MOYTOBOTO SIIIUMKA JOJIKEH ObITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;

5. Eciu ecTh BO3MOKHOCTh HamucaTh CaMOMY CBOW JIMYHBIM BOMPOC, HUCIOJB3YH ATy
BO3MO>KHOCTB;

6. cnionp3yil HECKOJBKO TIMOYTOBBIX SIIUKOB. [lepBBIA A 94acTHOM MEPENUCKH C
azpecaTaMy, KOTOPBIM Thl JOBEPSACIIb. JTO 3JIEKTPOHHBINA aIpeC HE HAJI0 UCIIOIb30BaTh IPU
peructpanuu Ha opyMax u caiTax;

7. He otkpbiBaii (ailsibl U Apyrue BIOKEHHUS B MHUChbMaX JakKe €CIU OHU MPHIILIU OT
TBOUX JIpy3ei. Jlydie yTouHu y HUX, OTIPABIISIIN JIM OHU Tebe 3TU (Hailiibl;

8. [locne oxoHuaHusi pabOThl Ha TOYTOBOM CEPBUCE MEpPE] 3aKPHITUEM BKIAAKU C
caiiToM He 3a0y/Ib Ha)KaTh Ha «BBIATIY.

Kn0epOyJJIMHT MM BUPTYaJIbHOE M3/1€BATEJILCTBO

KubepOymmmHr — mpeciiejoBaHle COOOIEHUSIMU, COJIEPIKAITUMU OCKOPOJICHMUS,
arpeccuio, 3amyrMBaHUE; XYJIUTAaHCTBO; COLMAIbHOE OOWKOTHUPOBAHHUE C TOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pb0e ¢ KHOEPOYIITMHIOM:

1. He 6pocaiicst B Oo#. JIlyumuii cmoco0: MOCOBETOBATHCS Kak ce0si BECTU U, €CJIU HET
TOr0, K KOMy MOXHO OOpaTUThCS, TO BHaUaJie YCIOKOUThCSA. Eciu Thl HauHEINIh OTBEYATh
OCKOPOJICHUSIMU HA OCKOPOJICHHUS, TO TOJIBKO €111e OOJIBIIE Pa30XKKEITh KOH(IIHUKT;

2. YrpaBnsiii cBoel kuOeppermmyTaiuei;

3. AHOHUMHOCTh B cetu MHUMas. CyliecTBYIOT CIOCOOBI BBISICHHTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM,;

4. He crouT BecTH XyJIMTaHCKUW oOpa3 BUPTyalbHOU >ku3HU. MHTEpHET Dukcupyer
BCE TBOU JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OYyJeT KpaiiHe 3aTPyTHUTEIHHO;

5. Benu ce0s BEXIINBO;




6. Urnopupyit enuamunbiii HeratuB. OMHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHUS
JydIe UrHOpupoBaTh. OOBIYHO arpeccus MpeKpaIaeTcs Ha Ha4aaIbHOW CTaInu;

7/.ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMH COOOUIICHUSIMH, B
COLIMAIBHBIX  CETSIX €CThb BO3MOXXHOCTb OJIOKMPOBKM  OTMPABKUM  COOOIIEHUH C
OTIPENICIICHHBIX aJPECOB;

8. Ecnmu Tl cBumerens kuOepOysummHra. TBOWM JAEUCTBUS: BBICTYNHUTH NPOTHB
npecieaoBaTens, NoKa3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HETaTUBHO, MOAACPKAThH
KEPTBY, KOTOPOH HyKHA TCHXOJOTHYECKas IOMOIb, COOOIIUTH B3POCIBIM O (akTe
arpecCUBHOIO MOBEACHUS B CETH.

MoOwibHbIN TejaedoH

CoBpemennble cMapThOHBI M IUIAHIIETHI COAEpPKAT B cebe BIOJHE B3POCIBIN
(GyHKIIMOHAT, U TENepb OHM MOTYT KOHKYPHPOBATh CO CTAIlHOHAPHBIMU KOMITBIOTEPAMHU.
OpnHako, CpeACTB 3aIUTHI JUIsl TOJOOHBIX YCTPOWCTB MOKAa OYEHb MaJIo. TecTUpOBaHUE U
MOUCK YSI3BUMOCTEW B HUX IMPOMCXOAUT HE TaK MHTEHCHUBHO, Kak Jys [IK, To xe camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yXKe NPAaKTHUECKH JIOTHAJIU HACTOJIbHBIC
aHaJIOTH, OJHAKO PACHIMPEHHE (PYHKIMOHANA Bje€YeT 3a co00il OOJBIIYIO CIOXKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTEIM  BBIMYCKAIOT OOHOBJEHHS, 3aKpbIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JUJISl CBOMX YCTPOKCTB.

OcHOBHBIE COBETHI 1JI 0€30IaCHOCTH MOOMJIBLHOIO TesiedoHa:

1. Byab ocTtopoxeH, Beib Korjga Tede mpeajaratoT OecIulaTHbIA KOHTEHT, B HEM MOTYT
OBITH CKPBIThI KAKME-TO IJIATHBIE YCIYTH;

2. [lymaii, mpexae yem otnpaButb SMS, $oTo mim Buaeo. Tel TOUHO 3HACIIb, T1I€ OHU
OyIyT B KOHEYHOM UTOTE?

3. HeoO6xoammo 0OHOBIIATH OTIEPAITMOHHYIO CHCTEMY TBOETO CMapThOHa;

4. Vlcnionp3yi aHTUBUPYCHBIE TPOTrPaMMBI JIJIs1 MOOUITBHBIX TeNe()OHOB;

5. He 3arpy:xail npuiaoxeHusi OT HEU3BECTHOI'O HCTOYHHUKA, BEIb OHU MOTYT COJIEPKATh
BPEOHOCHOE MPOTrpaMMHOE 00€CIIEUCHHUE;

6. [Tocie Toro kak Thl BBIMJICIIB C caiiTa, T/ BBOAWI JIMUHYIO HH(GOPMAIIUIO, 321N B
HACTPOWKHU Opay3epa u yaanu cookies;

7. Ilepuonuecku MpoOBEPsI KaKue MIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. laBaii cBOil HOMEp MOOWJIBHOTO TejaedOoHa TOJBKO JIOJSIM, KOTOPHIX Thl 3HACIIH U
KOMY JIOBEpSEIlIb;

9. Bluetooth momkeH OBITH BBIKIIOUEH, KOTJA Thl MM HE TOJb3yemibcs. He 3aObiBait
MHOT]Ia ITPOBEPATH 3TO.

OUIIMHT WM KPAaKa JHYHBIX JTAHHBIX
I'maBHas 1ens QuummHr - Buaa VHTEpHET-MOMIEHHUYECTBA, COCTOWT B IOIYYCHUU
KOH(DMICHIIMAIBHBIX JTaHHBIX TI0JIb30BaTelie — JIOTHHOB W Tmapoiied. Ha aHrmuiickom
s3pike phishing untaercs kak pumumHr (ot fishing — priOHas moBis, password — maposs).

OcHoBHbIE cOBeTHI 10 00pble ¢ PUIMHIOM:

1. Crnemm 3a cBoMM akkayHTOM. Ecnu Tl Tomo3peBaeiib, 4TO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKUPOBATH €€ W COOOIIMTHh aJMUHHUCTpaTOpaM pecypca 00
ATOM KaK MOHO CKOpEEe;

2. Ucnonw3yit Oe3omacHbie BeO-CaliTbl, B TOM 4YHCJE, WHTEPHET-MarasuHoB U
MTOMCKOBBIX CHCTEM;




3. Hcnonw3yil crnokHble U pa3Hble mapoiu. Takum oOpa3om, eciau TeOs B3IOMAIOT, TO
37IOYMBIIUIEHHUKH TOIYy4aT JOCTYN TOJIBKO K OJHOMY TBOEMY HpO(QMII0 B CETH, a HE KO
BCEM;

4., Ecmun Te0g B3IOMald, TO HEOOXOAMMO MpPEAYNPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHBI y TEOSI B APY3bSAX, O TOM, UTO T€Os B3JIOMAIN U, BO3MOXKHO, OT TBOETO
UMeHH OyJIeT pacChUIaThCS CIaM U CChUIKU Ha (PMIIMHTOBBIE CAMTHI;

5. VYcranosu HagexHbli napodb (PIN) Ha MoOOMIBHBIN TenedoH;

6. Ortxiroun coxpaHeHHe apoJs B Opaysepe;

7. He oTkpbiBaii ¢ailsibl U Apyrue BIOKEHUSA B MHCbMAax JaXe €CIM OHM MPUILIN OT
TBOMX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIH JIM OHU TeOe 3TH (Daiibl.



